Chapter 4

Background checks

Some employers condud backgroundinvestigaionsto ascertain whether an applicant is suitable
for thepostion andtold thetruth during the application process. Theemployer may also
condud backgroundinvestigaionsto avoid a negligent hiring claim. Negligent hiring claims
may arise where an employer fails to condud areasonable backgroundinvestigation prior to
hiring an employee and the employee subsquently harms someoneelse. Many services are
available to assist employersin conduding investigations Thefedera Fair Credit Reporting Act
(FCRA), however, regulates certain types of investigationsand/or require disclosure of such
investigations

* Credit checks
Employers sometimes make inquiries into an applicant® finanda statusand credit-
worthiness when the applicant will bein apostion of trug, such as handling employer
valuables or monegy. The FCRA redtricts thistypeof inquiry.

* Criminal history checks
Inquiries aboutan applicant@ crimind history may bejudified when theindividud will
beworking with weapons will have access to people@® homes or private lives, or will
hold a postion requiring trugt and responsbility. For restrictionson obtaining and/or
usng information regarding crimind history, see the abovediscussonregarding arrest
and conviction records

* Educational verification
An employer should consder verifyingal of theschools or inditutionslisted by an
applicant.

* Department of Motor Vehicles search
An employer mightalso condgder checking thedriver@ license and the driving record of
an applicant who will berequired to drivein the course of employment. If the employer
obtainsthedriver@ license and driving record history, theinquiry should notbe covered
by the FCRA. However, if these recordsare obtained by a consumer reporting agency,
the FCRAG requirements apply.

Reference check

An employer should notask any question of references that it would not ask of applicants
themselves; thefocusof any inquiries should remain on the applicant@ ability to perform thejob
fundionsrequired by the postion.



ADA concerns

If areference or a backgroundcheck is a necessary part of an employer@ application process, the
employe should ensure tha it conduds these inquiriesin compliance with the ADA. Thesame
guiddinestha apply for application forms and interviewing also apply to this pre-employment
practice.

Fair Credit Reporting Act (FCRA)

Thefedera FCRA, govensan employer@ request for or use of a @onsumer reportOor
Onvestlgatlve consumer reportOprepared or collected by a @onsumer reporting agency.O The
FCRAGQ requirements do not apply if the employer usesits own employees to search any state
recordsdepostory for backgroundinformation (such as sending an employee to the county
courthouse to check the public recordsfor any lawsuits filed by or agang an applicant or
employee).

Definitions

A consumer report indudes awritten or oral summary of a person@® credit-worthiness,
credit standing, credit capecity, character, genera reputation, persond characteristics, or
modeof living.

An investigative consumer report iSaconsumer report containing information abouta
person@ character, general reputation, persond characteristics, or modeof living tha was
obtained throughpesond interviews with naghbas, friends assodates, or otherswho
have knowledgeof such information about the consumer.

A consumer reporting agency indudes any person who, for money or on anonpiofit
basis, regularly compiles or evaluaes consumer credit information or other information
on consumers for the purpo<e of providing consumer reports to third parties. If a
consumer reporting agency verifies an applicant@job references by merely checking the
facts ontheapplication, such as dates worked, jobtitle, and find rate of pay, and
provides this information to the employer, the consumer reporting agency has provided a
consumer report. On the othe hand, if the consumer reporting agency essentially
conduds an interview by asking aboutjob peformance or whether theformer employee
was discharged for cause, areport to the progective employe aboutthisinformation
conditutes an investigaive consumer report.

In December 2003,President Bush signed legidation reauthorizing the FCRA, which
induded a provision to exempt third-party investigationsof employee wrongdong from
thereporting and disclosure provisionsof the FCRA. Theprovision amendsthe Act@
definition of Gonsumer reportOto exclude communicationsmade by athird party to an
employe in connection with theinvestigation of sugpected miscondud relating to
employment or compliance with federal, state, or local laws and regulations therules of

a self-regulatory organization, or any pre-existingwritten policies of theemployer. To be
excluded, the communication mug not be madefor the purpo<e of investigaing a
consumer@ credit worthiness, credit standing, or credit capacity. Additiondly, to be



excluded, the communication can only be madeto certain entitiesinduding theemployer,
federal, state or local officers or agendes, or a self-regulatory organization with authority
ove theemployer or employee.

After taking an adverse action based on such a communication, the employer mugt
disclose to the consumer a summary containing the nature and subgance of the
communication; the employer is notrequired to disclose the sources of the
communication. Theprovisionwasinduded to counteract a Federal Trade Commission
interpretation of the FCRA tha impedes the use of third-party investigaionsof
harassment and other workplace miscondud (known as the O/ail LetterQ).

Acceptable and prohibited uses

of consumer reports by an employer

A credit reporting agency may furnish a consumer report to an employer for employment
purmposs. Employment purposes meansthe employer is usng the consumer report to
evaluae the consumer for employment, promotion, reassignment, or retention. A
consumer reporting agency may not provideareport containing medical information
unless the consumer congents. A consumer reporting agency also may notreport obslete
information regarding bankrupftcies, civil suits or judgnents, crimind arrests, or any
other adverse information. This prohibition regarding obsolete informationis not
applicable to a consumer report Qo be used in connection with . . . the employment of
any individudOwho is reasonably expected to make an annud salary of $750000r more.

Employer requirements prior
to seeking a consumer report

¥ Employer’s required disclosure to consumer/job applicant/current employee
Dbefore an employer (other than in thetrucking indudry) obtainsa consumer
report, the employer mug:

1. providethe consumer with @lear and congicuousdisclosureOtha the
consumer report may be obtained for employment purposes

2. enaure tha thedisclosure is written in adoament tha congsts only of the
disclosure

and

3. receive the consumer@ written authorization to obiain thereport. (See
also ONotice to Users of Consumer Reports: Obligationsof Users Unde
the FCRA,Qissued by the FTC and available on the agency@ web site at
www.ftc.gov/ios2004/11/0411196&ctaapph pdf.)

¥ Employer’s required disclosure to consumer reporting agency DAdditiondly,
prior to receiving aconsumer report from a consumer reporting agency, an
employer mug certify to thereporting agency that:



1. it has madetherequired disclosures to the conumer in the prope form

2. it will notuse theinformationin the consumer report in violation of any
federal or state equd employment oppatunity law or regulation

and

3. if it takes any adverse action againg a consumer based in whole or pat on
the credit report, it will providethe consumer with a copy of thereport and
asummary of the consumer@ rightsin accordance with the FCRAG
requirements. (See also ONotice to Users of Consumer Reports:
Obligationsof Users Unde the FCRA,Qissued by the FTC and available
onthe agency® web site at www.ftc.govos2004/1/41119kctaapph pdf.
TheFTC has dso issued arevised GBummary of Your Rights Unde the
Fair Credit Reporting Act,Owhich is available at www.ftc.gov/os20041.1/
041119&ctaappf.pdf.)

Taking adverse action

based upon a consumer report

An employer may take an adverse action agang aconsumer based in whole or part upon
aconsumer report. An Gdverse actionCby an employer broadly indudes denying
employment or Gany other decision for employment purposes that adversely affects any
current or progpective employee.O As described below, an employer who takes an
adverse employment action mugs make certain disclosures to the employee both before
and after theaction. Thedisclosure requirements for job applicants vary dightly fromthe
requirements for employees.

¥ Required disclosure prior to taking adverse action Dbefore engagingin an
adverse employment action based on a consumer report, theemployer must
providethe consumer with:

1. acopy of theconsumer report
and

2. awritten summary of the consumer@ rights as prescribed by the FTC (the
employer should receive this summary from theconsumer reporting
agency; however, anewly revised Summary of Your Rights unde the Fair
Credit Reporting Act is available on the FTC@ web site at www.ftc.
gov/052004/11/041119éctaappf.pdf). See also ONotice to Users of
Consumer Reports; Obligaionsof Users Unde the FCRA,Qissued by the
FTC and available on the agency@ web site at www.ftc.goviod
2004/11/0411196ctaapphpdf.

¥ Required disclosure after taking adverse action Dif the employer engagesin an
advese action agandg the consumer, theemployer mug notify theconsumer. The



notification may bedonein writing, verbdly, or by electronic means It mug
indudethefollowing:

1. anotice of theadvearse of action

2. thename, address, and phonenunber of the consumer reporting agency
tha provided thereport to the employer

3. astatement tha the consumer reporting agency did not make thedecision
to take the adverse action and thuscannottell the consumer the specific
reasonsfor the adverse action

4. astatement setting forth the consumer@ rightto obtain a free disclosure of
theconuumer@file fromthe CRA if the consumer makes arequest within
60 days

and

5. astatement of theconsumer@rightto dispute directly with the consumer
reporting agency theaccuracy or completeness of any information
provided by theagency. (See also ONotice to Users of Consumer Reports:
Obligationsof Users Unde the FCRA,Oissued by the FTC and available
onthe agency® web site at www.ftc.govos2004/11/041119

factaapphpdf.)

¥ Employment in the trucking industry Dspecial rules apply for truck drivers
where the only interaction between the consumer and the potential employer is by
mail, telephone or computer. In this case, the consumer may provide consent
oraly or électronically, and an adverse action may be made orally, in writing, or
electronically. Theconumer may obtain acopy of any report relied uponby the
trucking company by contacting the company. Notice to Users of Consumer
Reports: Obligationsof Users Unde the FCRA,Qissued by the FTC and available
on the agency® web site at www.ftc.govos2004/11/041119é&ctaapph pdf.

¥ Adverse action based on information obtained from affiliates Dif aperson
takes an adverse action involving insurance, employment, or a credit transaction
initiated by the consumer, based oninformation of thetype covered by the FCRA,
and this information was obtained from an entity affiliated with the user of the
information by common ownership or control, the FCRA requires theuser to
notify the consumer of the adverse action. The notice mug inform the consumer
tha he or shemay obtain a disclosure of the naure of theinformationrelied upon
by making a written request within 60 days of receiving the adverse action notice.
If the consumer makes such arequest, theuser must disclose the naure of the
information nat later than 30 days after receiving therequest. If conumer report
informationis shared among affiliates and then used for an adverse action, the
user mus make an adverse action disclosure as set forth above (See ONotice to
Users of Consumer Reports: Obligationsof Users Unde the FCRA ,Qissued by



the FTC and avail able on the agency® web site at www.ftc.goviog2004
/11041119é&ctaapphpdf.)

Use of investigative consumer reports
If an employer wants to obtain an investigative consumer report aboutan applicant or
employeg, it mug comply with thefollowing requirements:

¥ The user must disclose to the consumer that an investigative consumer report
may be obtained. Thismug bedonein awritten disclosure tha ismailed, or
otherwise ddivered, to the consumer at some time before or no later than three
days after the date on which thereport was first requested. Thedisclosure mus
indudea statement informing the consumer of hisor her rightto request
additiond disclosures of the nature and scopeof the investigaion as described
bdow, and the summary of consumer rights required by the FCRA. (The
summary of consumer rights will be provided by the CRA that conduds the
investigation) Theuser mug certify to the CRA that thedisclosures set forth
abovehave been made and that the user will make the disclosure described be ow.

¥ Upon the written request of a consumer made within a reasonable period of
time after the disclosures required above, the user must make a complete
disclosure of the nature and scope of the investigation. Thismug bemadein a
written statement tha ismailed, or othewise ddivered, to the consumer nolater
than five days after the dae on which the request was received from the consumer
or thereport was first requested, whichever is later in time. See ONotice to Users
of Consumer Reports: Obligationsof Users Unde the FCRA,Qissued by the FTC
and available on the agency@ web site at www.ftc.goviog2004/1.1/
041119&ctaapph pdf.

Penalties

An employee or applicant may receive actud damages, puntive damages, and attorney
feesin acivil suit agang an employer or progpective employer for non@mpliance with
the FCRA. Anemploye may aso beliable for mondary damages to a consumer
reporting agency for obtaining a consumer report unde fal se pretenses or knowingly
withouta pemissible pumpos. Moreover, any person who obtainsinformation from a
consumer reporting agency unde false pretenses may befined and/or imprisoned for up
to two years.

Drug tests

Drugtest reports may be covered by the FCRA. In arecent case, the Fifth Circuit Court
of Appedsruled tha results of employee drug tests may be covered by the FCRA
because the Qeports of theresults of these drug tests are communicationsbearingon. . .
persond characteristics which were used to determine. . . digibility for employment.O
However, drugtest reports and other reports may be excluded from coverage by the
FCRA if they contain Onformation solely as to transactionsor experiences between the
consumer and the person making thereport.O In other words, when a drug-testing lab



makes areport based only onits experience in testing a drug sample and not based on any
outsideinformation, thereport is excluded from the FCRA requirements.

Document destruction requirements

The FTC@ Document Disposal Rule requires employers to take reasoneble measures to
propely dispose of consumer information derived from Gconsumer reportsOby taking
reason&ble measures to protect agang unauthorzed access to or use of theinformationin
connection with itsdisposal. The Disposal Rule was issued pursuant to the requirements
of thefederal Fair and Accurate Credit TransactionsAct (FACT Act), which amended the
FCRA. Theruleisdesignel to reduce therisk of consumer fraud, induding identity

theft, created by imprope disposal of consumer information.

TheDisposal Rule appliesto any person or entity over whomthe FTC has jurisdiction
and who, for abusness pumpose, maintainsor otherwise possesses consumer information.
Employers who obtain consumer reports for any of the permissible purposes listed in the
FCRA (for example, reports from athird party consumer reporting agency in conjundion
with abackgroundcheck for employment purposes or any compilation of such
information) are covered by the Disposal Rule. While the Disposal Rule does not specify
how those covered by therule should dispose of consumer information, it notesin the
Preamble tha the FTC expects covered entities to consde the sengtivity of the
information, the nature and size of the entity( opeations the coss and benefits of
different disposal methodsand relevant technological changes. The Preamble also notes
tha reasonable measures likely will require elements such as the establishment of
policies and procedures govening disposal and employee training.

Adverse impact considerations

Poor credit ratingsand other information foundthroughconsumer reporting agendes
may have adisparate impact on a protected group  The employer mug then show tha
thisinformationisjobrelated and congstent with busness necessity.

Workers' compensation

The EEOC Technical Assistance Manud issued under the ADA states tha an employer
may not make an inquiry of athird party tha theemployer could not make of the
applicant. This precludes a potential employer from checking an applicant@® workersO
compensation history with a state agency, insurance carrier, or prior employer before
extending a conditiond offer of employment.

Privacy concerns

Backgroundchecks also raise privacy concernsand possibly defamation claims. The
employer should always give the applicant notice and obtain arelease for all information
to beobtained.



Reference checks

An employer should contact all of an applicant®® previousemployers to check the applicant@job
titles and duties, work performance, and reason for leaving. Former employers should be asked
whether they would hire the applicant agan. Former employers may also be asked whether there
is anything else in the applicant@ backgroundtha would otherwise affect the applicant@
suitability for employment, induding whether theapplicant is honest, reliable, or has ever
engaged in any imprope condud. Dueto privacy concernsand liability for defamation, many
employers are reluctant to provide detailed information aboutformer employees. In arecent
case, theU.S. Supreme Court hdd tha an individual could bringa claim agang aformer
employer who allegedly provided apoorjobreference in retaliation for theformer employesd
EEOC charge. A progpective employer may consder providing an applicant@ signed release to
the applicant@ former employer in order to encourage greater disclosure by theformer employer.



