
Chapter 8 

Privacy and  
high technology 
in the workplace 

Key cards, private e-mail accounts, audio and video surveillance, password-protected computer 
workstations Ð they all make the workplace more efficient and safe, and they also have changed 
the landscape of employee privacy dramatically within a generation.  Monitoring technology 
allows employers to guard against a range of employee misconduct, from unproductive uses of 
the internet to fraud and other sources of significant liability for both the employee and the 
employer.  Management is no longer limited to direct observation governed by human 
limitations: technological advancements have allowed companies to ÒsuperviseÓ their employees 
on a much wider scale.  Employers can now use technology to monitor employees and make sure 
that productivity stays high, while employer fraud, theft, and other misconduct stays low.  Yet 
employers must also be mindful of applicable local, state, and federal laws that may protect 
employees.   

As employers increase their ability to monitor and record their employeesÕ workplace conduct, 
so does the risk that employees will complain.  Some employees have even sued their employers, 
claiming violations of their Òright to privacy.Ó   Federal law and the laws of most states do 
recognize some employee privacy interests.  Thus, an employer must consider employee privacy 
interests when it monitors employee conduct.   

Employers should be aware of all applicable Nebraska and federal laws Ð and understand that the 
law of privacy is constantly changing Ð when formulating policies to monitor employee conduct.  
An employer should also be mindful of the effect of monitoring policies on employee morale.  A 
monitoring policy that is legal but that employees view as unfair and unnecessary may ultimately 
hurt productivity.  An employee who thinks that his employer has unfairly invaded his privacy is 
more likely to seek a lawyer, pursue litigation, or campaign for more protective laws.   

Federal laws 
Congress passed the Electronic Communications Privacy Act of 1986 (ECPA) in reaction to 
increasing concern that new threats to civil liberties were being made possible by emerging 
technology.  The ECPA essentially modified some of the provisions of the federal Wiretap Act 
and added a new section, the Stored Communications Act.  The ECPA is the controlling federal 
law dealing with surveillance and monitoring through telephone and other electronic means. 
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The ECPA amendments are not very clear, and courts have been critical of the ECPAÕs statutory 
language.  The Stored Communications Act forbids unauthorized ÒaccessÓ to an Òelectronic 
communication while it is in electronic storage.Ó  Courts have grappled with the interaction 
between these two provisions, as well as the respective legal boundaries of each Act. 

A private right of action under the Wiretap Act allows recovery of actual and punitive damages, 
plus attorneysÕ fees and costs.  The Wiretap Act also provides for statutory damages, which 
usually are awarded in daily increments, computed at $100 dollars a day, and capped at $10,000.  
Damages are awarded on a daily basis even though many different types of violations may 
happen within the course of the same day. 

The Wiretap Act 
The Wiretap Act forbids the unauthorized Òinterception, use, and disclosureÓ of any 
Òoral, wire, or electronic communication.Ó 

Oral communications 
An oral communication is anything Òuttered by a person exhibiting an expectation 
that such communication is not subject to interception under such circumstances 
justifying such expectation.Ó  Conversations among employees, even in a public 
work space, can sometimes be protected Òoral communicationsÓ if spoken in 
private beyond the hearing range of others.  

Wire communications 
This category includes communications transmitted on any system that can 
function in interstate commerce, which covers telephone communication and 
possibly fax communication. 

Electronic communications  
Electronic communications include many of the communications that are widely 
used in todayÕs workplace, such as e-mail, voice mail, and messages transmitted 
over the internet.   

Interception 
Interception under the Wiretap Act is Òacquisition of the content of any wire, 
electronic, or oral communications through the use of any electronic, mechanical, 
or other device.Ó  Courts have interpreted interception in a variety of ways.  One 
court held that a defendant intercepted a communication when she retrieved and 
forwarded to her own personal mail box a voice mail message from the recipientÕs 
mailbox before it had been received by the recipient.  In another case, a court held 
that viewing an e-mail message on the plaintiffÕs computer screen did not 
constitute Òinterception.Ó 

Exceptions 
The Wiretap ActÕs general prohibition on interception has three major 
exceptions: 
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1. The service-provider  exception 
This exception enables owners of a communications system (such 
as a server) to routinely review communications in order to 
manage and safeguard the systemÕs information. 

2. The business use exception 
ÒDeviceÓ (as used in the definition of Òinterception,Ó above) does 
not include any equipment that is Òfurnished to the subscriber or 
user by a provider of wire or electronic communication service in 
the ordinary course of its business.Ó  The precise boundaries of the 
business use exception are not exactly clear, but as a general rule, 
employer monitoring does not qualify as business use unless the 
monitoring device was supplied by a provider of wire or electronic 
communication in the ordinary course of business. 

3. The consent exception 
If one party to the communication consents, there can be no 
ÒinterceptionÓ of the communication.  Courts have not yet defined 
prior consent, but it is clear that written consent by an employee is 
the strongest defense against an ECPA claim. 

Personal phone calls 
Courts are less inclined to allow interception of employee communications 
where employers are attempting to monitor the content of personal phone 
calls.  In monitoring communications, an employer should stop the 
interception as soon as it realizes the communication is of a personal 
nature.  Note that this does not limit an employerÕs right to discipline an 
employee for excessive personal phone calls while at work. 

Stored Communications Act 
The Stored Communications Act (SCA) prohibits unauthorized access, interception, and 
disclosure of information stored in electronic form.  Stored communications can take 
many forms, but they most commonly include computer files and e-mail messages that 
have been archived.  

Exceptions 
One important exception to the SCA is when a provider of wire or electronic 
communications service is given access to an employerÕs stored electronic 
communications, which would presumably enable the employer to monitor e-mail 
that is archived on its communication system.  What constitutes storage, however, 
is not well defined.  Some courts have distinguished different types of storage, 
such as Òintermediate storage,Ó Òback-up protection storage,Ó and Òpost-
transmission storage.Ó   

Another exception to the SCA allows access to stored electronic communications 
that have been made by or sent to a user if the user consents. 
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The SCA also includes an exception that allows an employer to access stored 
communications on a system for the purpose of safeguarding the employerÕs 
business interests.  The boundaries of this exception will likely depend on the 
minimum level of access necessary to safeguard the employerÕs interest.  

It is also important to note that exclusively internal e-mail systems provided by 
employers might be outside the scope of the SCA, because such a service would 
not technically be provided to the public. 

USA Patriot Act 
The ÒUniting and Strengthening America by Providing Appropriate Tools Required to 
Intercept and Obstruct Terrorism (USA PATRIOT) Act of 2001Ó may influence 
workplace privacy significantly.  This Act, which is mainly designed to combat terrorism, 
gives agencies of the government more extensive search powers, allowing them to 
conduct surveillance both traditionally and electronically to track and apprehend 
terrorists. 

Certain provisions of the Act Ð the so-called Òsneak and peekÓ portions Ð allow the 
government to conduct surveillance without getting a court order or warrant.  As long as 
the government can demonstrate reasonable cause for investigating without giving 
notification (basically, that notifying the target would negatively impact the 
investigation), the Act allows the government to delay notification.  The government can 
monitor someoneÕs office, computer, or e-mail without notifying the individual until after 
the monitoring has been done.  Employers now face the reality that their communications 
systems are completely open to the government and therefore have a critical interest in 
making sure that no illegal communication or information is being transmitted or stored 
on their information systems. 

Other sources of privacy rights 
Employers should also monitor new regulations that impact federal privacy rights, such 
as the Health Insurance Portability and Accountability Act of 1996 (HIPAA), which 
restricts access to personal health information.   

In addition, in the case of large multinational companies, other countries may have 
restrictions on access to personal information that can further complicate privacy 
compliance.  For example, the European UnionÕs data privacy directive requires 
companies to abide by its protocols for the protection of its member state citizensÕ and 
residentsÕ personal information. 

Nebraska laws 
Nebraska has its own wiretap statute, but it is similar to the federal Wiretap Act and does not 
impose any additional restrictions on workplace monitoring.  NebraskaÕs wiretap statute makes it 
unlawful for any person intentionally intercept any wire, electronic or oral communication 
through the use of a mechanical device.  Like the federal Wiretap Act, however, the Nebraska 
statute contains an important exception:  where one of the parties to the communication has 
given prior consent to the interception.  Thus, an employer does not violate the statute when it 
advises employees that its telephones are for business only and that use of the telephones will be 
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monitored.  Similarly, determining what numbers were dialed from a particular telephone is not 
prohibited. 

By using a monitoring policy, employers can avoid violation of NebraskaÕs wiretap statute.  
Indeed, the statute prohibits only certain interceptions of conversations and explicitly states that 
third parties may intercept telephone calls and electronic communications if one party to the 
communication consents.   

Finally, while Nebraska law specifically states that it applies to electronic communications, no 
published decision has cited the statute in connection with an employerÕs interception of 
employee e-mail.  As a practical matter, most employer e-mail is part of a network, and it is 
advisable for all employers to serve clear notice to all employees that no e-mail communication 
in the workplace will be deemed private or subject to any right to privacy. 

Publicity that places the  
employee in a false light in the public eye  
Employers can be held liable under these similar common law theories for making false or 
misleading public statements about their employees.  To be liable, the employer must disclose 
false or misleading information that is highly offensive or defamatory and act in intentional or in 
reckless disregard for the truth.   

Traditionally, lawsuits alleging false light and defamation against employers arise most often in 
the context of employee references.  Although employers in many states now enjoy legislation 
that enables them to provide honest employee references to inquiring potential employers 
without the risk of a defamation claim, Nebraska employers do not have the benefit of such a 
privilege.  Employers should take great care in providing references by making sure that all 
employee references come from a central source and are truthful and accurate.  Generally, mere 
personal opinions will most likely not give rise to liability. 

A false light or defamation lawsuit may also be prompted by false, misleading, or derogatory e-
mails about an employee.  Employers are well advised to discourage any communication 
(electronic or otherwise) that contains potentially false or derogatory comments about an 
employee, regardless of who is sending or receiving the communication. 

Appropriation of the employee’s name  
or likeness for the employer’s advantage 
An employer may also face liability by appropriating an employeeÕs name or likeness to the 
employerÕs advantage, but this tort is rare in the employment context.  Nevertheless, employers 
should remain aware of the potential for liability in this context. 

Privacy rights created by contract 
Employee manuals, collective bargaining agreements, and employment agreements can be the 
source of privacy rights; employers should make clear that such agreements are not intended to 
create rights.   
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Issues related to other types of monitoring 
Surveillance 
The use of video cameras to monitor employees at work Ð which is on the rise in many 
workplaces due to terrorism threats and increased levels of security Ð can implicate 
employee privacy rights.  Video monitoring may violate privacy rights in at least three 
circumstances. 

1. Video surveillance may violate state common law or statutes that protect 
employees.  Generally speaking, the use of video cameras may infringe on 
employeesÕ rights in situations where the employee has a reasonable expectation 
of privacy:  bathrooms, locker rooms, or other locations where employees can 
reasonably expect to be free from surveillance.  An employer can eliminate this 
expectation, however, if it has a legitimate business need to conduct video 
monitoring and notifies employees of the monitoring. 

2. Video monitoring has the potential to violate federal and state wiretap statutes.  
Silent video surveillance does not implicate the Wiretap Act or NebraskaÕs similar 
wiretap statute, but videotaping that includes an audio signal does constitute 
ÒinterceptionÓ of an oral communication.  An employer can avoid liability by 
conducting surveillance without audio recording or, as with other interceptions, 
obtaining written consent from employees. 

3. Federal labor law may limit the use of video monitoring and other surveillance.  
The National Labor Relations Board has held that a company committed an unfair 
labor practice when it failed to bargain with its employeesÕ union regarding the 
use of surveillance cameras.  According to the Board, a labor union has a statutory 
right to bargain with employers over the activation of video cameras, the 
placement of cameras, and the discipline of employees who are observed 
engaging in misconduct. 

Workplace searches 
Unquestionably, employers have a significant interest in monitoring the workplace to 
minimize employee theft, drug abuse, and other wrongdoing.  Especially in light of post-
9/11 security concerns, employers also have an important interest in ensuring workplace 
safety.  Employee searches are one way that employers can prevent wrongdoing and 
maintain a safe work environment, but employers must recognize that there are limits on 
intrusive, unwarranted workplace searches. 

Searches at work may take a number of forms.  Sometimes the employer needs to search 
company property Ð such as offices, desks, drawers, or lockers Ð that has been provided 
for employee use.  The employer may also want to search the property of an employee, 
like a purse, gym bag, or briefcase.  Finally, an employer might also search an 
employeeÕs person, as with a pat-down search.  These searches, some of which are more 
intrusive than others, can constitute an invasion of employee privacy rights. 

Whether a search is justified depends on both the need for the search and the privacy 
interests of the employee.  Non-investigatory searches, such as entering an employeeÕs 
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office or opening a desk drawer to locate necessary business items, are generally allowed 
if the employer has a legitimate business reason and the search is limited to what is 
necessary.  If possible, an employer should contact the employee before conducting this 
type of search. 

Investigatory searches, such as a search for illegal drugs or a concealed weapon, should 
generally be limited to situations where the employer has a specific reason to believe an 
employee is engaged in wrongdoing.  The more intrusive the search, the more likely it 
will amount to an invasion of privacy.  For example, a search of an open bag left in an 
employeeÕs cubicle is less intrusive (and therefore less likely to violate privacy rights) 
than a search of a locker sealed with an employee-provided lock or key. 

An employer can limit an employeeÕs reasonable expectation of privacy by maintaining 
appropriate policies.  Employers should notify employees, either in an employee 
handbook or by posting a policy, that lockers, desks, and offices may be searched.  
Employers should also be discreet and, when possible, avoid contact with the employeeÕs 
person or using force.  Solutions that do not involve searches Ð such as inventory control 
systems and systems for tracking internet use Ð can eliminate the need for many searches. 

Investigation 
Another way employers may monitor employees is by conducting investigations:  making 
inquiries to others about the employee; reviewing prior employment records, credit 
reports, and school records (see also Chapter 2, Background checks), and investigating 
workplace harassment or other wrongdoing.  There are many legal issues implicated in 
employer investigations, which are covered in Chapter 10, Workplace investigations. 

Testing 
Employee testing is yet another way of monitoring workplace conduct.  Testing may be 
as simple as a drug test or as complicated as a battery of questions for psychological 
evaluation.  What makes testing different from other types of monitoring is that the 
information is supplied directly by the employee.  Certain testing, such as physical 
examinations, may be prohibited by statutes such as the Americans with Disabilities Act 
(ADA) (see Chapter 11, Disabilities and reasonable accommodation).  Testing for 
illegal drugs is not covered by the ADA, but employers should seek legal counsel in 
developing drug testing policies and should ensure compliance with NebraskaÕs Drug and 
Alcohol  Testing statutes.  Psychological tests may have an adverse impact on minority 
applicants or employees and therefore raise an inference of discrimination.  As a general 
rule, employers should work with counsel to develop testing policies that comply with all 
applicable employment laws. 

Guidelines 
The courts continue to deal with the difficult tug-of-war between employersÕ legitimate business 
interests and employeesÕ reasonable expectations of privacy.  As technology develops new ways 
to monitor employees, employers will continue to need legal counsel to advise them of what 
sorts of monitoring may expose them to liability.  What constitutes acceptable monitoring and 
investigation by employers, as well as what employee expectations are reasonable, continue to 
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evolve.  However, there are certain guidelines that employers can follow to avoid liability arising 
from monitoring their employees. 

¥ Determine how the relevant state and federal laws impact your monitoring policies.  The 
law in this area is evolving, and practices that are acceptable today may incur more risk 
in the future, so keep an eye on legislation that is currently being considered.  Because 
many employee monitoring systems are costly to design and implement, you should 
consider future legal developments when planning to incorporate monitoring policies.  

¥ Inform employees in writing of the ways in which you plan to monitor them.  By giving 
employees notice, you diminish any reasonable privacy expectations they might have.  
Written notice is also critical for establishing that the employee consented to the 
monitoring, which places you in a strong legal position to defend alleged privacy 
violations.  Consider consulting an attorney for assistance in drafting and obtaining 
signed consents that will best shield you from liability. 

¥ Create a well-written policy regarding information technology practices and provide it to 
employees.  Employees generally want to know what the policies are regarding e-mail 
and telephone use and other forms of office communication, so it is critical to formulate a 
reasonable and well-thought-out policy for technology use.  Make clear to employees that 
work communications, including voice mail and e-mail, can and will be monitored, and 
explain that you, the employer, are the sole owner of electronic communications. 

¥ Clearly define the ways you will monitor employees, including the types of monitoring 
that will be used and the kinds of technology at your disposal, and then educate 
employees on what the rules are regarding use of the employersÕ communication 
technology.  Adequate instruction will help employees understand the rules and also 
prevent claims that employees were not aware of policies regarding technology resources.   

¥ Give employees notice that e-mail messages may be monitored even though it may seem 
to them that they are private.  Many employees may mistakenly believe that because their 
e-mails may be deleted and password-protected, they cannot be viewed by the employer.  
Stress that abuses of communications systems will not be tolerated and intellectual 
property will be vigilantly guarded.   

¥ Forbid defamatory, offensive and abusive communications.  Make efforts to prevent 
communications that could amount to defamation, slander, verbal abuse, harassment, or 
trade disparagement of employees, customers, clients, vendors, competitors, or any 
person or entity.  Communications that are harassing or threatening, including derogatory 
comments based on race, national origin, marital status, sex, sexual orientation, age, 
disability, pregnancy, religious or political beliefs, or any other characteristic protected 
under local, state, or federal law should be forbidden.   

Note that you must be cautious about total prohibitions against non-work-related 
communications.  Union-related e-mails or postings cannot be prohibited if you allow 
employees to make other non-work-related communications on the same systems. 

¥ Justify employee monitoring from the start with legitimate business interests.  You 
should be able to list the reasons for monitoring and the business interests served by the 
monitoring, such as preventing unacceptable levels of personal technology use, 
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maintaining productivity and high levels of employee service, and ensuring that 
employees abide by local, state, and federal laws.  If surveillance is done for a specific 
investigatory purpose, then be able to prove that you had a specific reason for suspecting 
the individual employee or employees.   

¥ Be vigilant in enforcing a policy of keeping business lines open for business purposes 
only and not for personal calls.  However, if you do monitor calls, stop listening once a 
call is identified as personal. 

¥ Inform callers that their phone calls may be monitored.  You can inform callers through a 
recording at the beginning of the call.   

¥ Tailor your monitoring so that sensitive information will be disclosed only to individuals 
who have a legitimate need to know the information.  Use the information for lawful 
business purposes only, and limit dissemination of the information to individuals with a 
legitimate need to know, such as upper level management or law enforcement officers.   

¥ On a regular basis, review your policies regarding employee privacy and access to 
communications and information, as well as the relevant law governing such issues.  
Because this area of the law is rapidly evolving, it is important to keep up with 
developments that may impact existing privacy policies.
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