Chapter 9

Privacy and high technology
In the workplace

Mog companies pride themselves on beng technology savvy, computer connected and onthe cutting
edgeof technology. However, every advance in communicationstechnology, both in theworkplace and
elsawhere, like theblobin ahomror movie, bringsits own set of ever growing problems regarding
privacy and the protection of confidential information. Abuses of these systemslead to a variety of
employer liability risksinduding sexud harassment, misuse of technology and copyright violations

Key cards private email accounts, audio and video surveillance, password-protected computer
workstationsall make the workplace more efficient and safe, and they also have changed thelandscape
of employee privacy dramatically within a generation. Monitoring technology allows employers to
guad agang arangeof employee miscondud, from unprodudive uses of theinterne to fraud and other
sources of significant liability for both the employee and the employer. Managementisnolonge
limited to direct observation govened by human limitationsbecause technological advancements have
allowed companies to GupeviseOther employees on a much wider scale. Employers can now use
technology to monitor employees and make sure that produdivity stays high, while employer fraud,
theft, and other miscondud stayslow. Y et employers mug also be mindful of applicable local, state,
and federal laws tha may protect employees.

As employers increase their ability to monitor and record their employeesOworkplace condud, therisk
increases tha employees will complain. Some employees have even sued ther employers, claiming
violationsof ther Qightto privacy.O Federa law and thelaws of mog states recognize some employee
privacy interests. Thus an employer mus congder employee privacy interests when it monitors
employee condud.

Employers should be aware of al applicable state and federal laws and undestand tha the law of
privacy is condantly changing when formulating policies to monitor employee condud. An employe
should also be mindful of the effect of monitoring policies on employee morale. A monitoring policy
tha islegd buttha employees view as unfair and unnesessary may ultimately hurt produdivity. An
employee who thinkstha his or he employer has unfairly invaded his privacy ismore likely to seek a
lawyer, pursuelitigation, or campagn for more protective laws.

Constitutional privacy rights

Theidea of an individud @ rightto privacy in the United States originates with the Conditution. Both
theBill of Rights and the Fourteenth Amendment address privacy rights. TheBill of Rights guads
agang unreasonéable searches and seizures by the federal govenment, and the Fourteenth Amendment



applies these privacy protectionsto state andlocal govenments. These provisionsprotect public sector
employees, such as poda workers and state employees, from unjudified invasionsof privacy by fedeal,
state, and local govenment employers.

Thefedera conditutiond privacy rights protect citizensagang govenment actiononly. Private
employers are notrestricted by the Condgitution in monitoring workplace condud¢. However, this does
not mean that private employees are withou privacy rights. Asdiscussed later in this chapter, thelowa
Supreme Court has recognized common law actions tha shield employees from some employer
invasionsof privacy.

Statutory privacy rights

Congress passed the Electronic CommunicationsPrivacy Act of 1986(ECPA) in reactionto increasing
concern tha new threats to civil liberties were being made possible by emerging technology. The ECPA
essentially modified some of the provisionsof thefederal Wiretap Act and added a new section, the
Stored CommunicationsAct. The ECPA isthecontrolling federal law dealingwith surveillance and
monitoring throughtelephoneand other electronic means Monitoring of employees such as by video
surveillance or taping can create additiond problems unde thefedera act if employees are notaware
tha such monitoringis occurring. Failure to notify employees of such monitoring can result in exposure
for thecompany.

The ECPA amendments are not very clear, and courts have been critical of the ECPAG statutory
languaye. The Wiretap Act forbidsthe unauthorized Onterception, use, and disclosureOof any Qoral,
wire, or electronic communication,Oand the Stored CommunicationsAct forbids unauthorized GaccessO
to an Gdlectronic communication while it isin electronic storage.O Courts have grappled with the
interaction between these two provisions as well astherespective legd boundaies of each Act.

A private right of action unde the Wiretap Act alows recovery of actud and punitive damages, plus
attorneysCfees and cods. The Wiretap Act also provides for statutory damages, which usudly are
awarded in daly inaements, computed at $100ddlars aday, and capped at $10000. Damages are
awarded on adaly basis even thoughmany different types of violationsmay happen within the course
of thesame day.

Wiretap Act

Oral communications

An oral communicationis anything Quitered by a person exhibiting an expectation that
such communication is not subject to interception unde such circumstances judifying
such expectation O Convesationsamong employees, even in a pullic workspace, can
sometimes be protected oral communicationif spoken in private beyondthe hearing
rangeof othes.

Wire communications

This category indudes communicationstranamitted on any system tha can fundionin
interstate commerce, which covers telephonecommunication and possibly fax
communication.



Electronic communications

Electronic communicationsindudemany of the communicationsthat are widey used in
today@ workplace, such as e-mail, voice mail, and messages tranamitted over the
internd.

Interception
Interception unde the Wiretap Act is Gacquisition of the content of any wire, electronic,
or oral communicationsthroughthe use of any electronic, mechanical, or other device.O

Exceptions
TheWiretap Act@ genera prohibition oninterception has three major exceptions

1. The service-provider exception
This exception enables owners of acommunications system (such as a server) to
routindy review communicationsin order to manage and safeguad the system(
information.

2. The business use exception
eviceO(as usked in the definition of Onterception,Oabove does not indudeany
equipment that is Gurnished to the subsriber or user by a provider of wire or
electronic communication service in the ordinary course of its busness.O The
precise boundaies of the busness use exception are not exactly clear, butasa
gened rule, employer monitoring does not qudify as busness use unless the
monitoring device was supplied by a provider of wire or electronic
communication in theordinary course of busness.

3. The consent exception
If oneparty to the communication conents, there can be no OnterceptionCof the
communication. Courts have notyet defined prior consent, butit is clear tha
written consent by an employee isthe strongest ddfense againg an ECPA claim.

Personal telephone calls

Courtsarelessindined to allow interception of employee communicationswhere
employer's are attempting to monitor the content of persond telephonecals. In
monitoring communications an employer should sop theinterception as soonasit
realizes the communicationis of a persond naure. Note that this does notlimit an
employer@rightto discipline an employee for excessive persond phonecalls while at
work.

Stored Communications Act

The Stored CommunicationsAct (SCA) prohibits unauthorized access, interception, and
disclosure of information stored in electronic form. Stored communicationscan take many
forms, butthey mog commonly indudecomputer files and e-mail messages tha have been
archived.



Exceptions

Oneimportant exceptionto the SCA iswhen aprovider of wire or e ectronic
communicationsservice is given access to an employer@ stored electronic
communications which would presumably enable the employer to monitor e-mail that is
archived on its communication system. Wha conditutes storage, however, isnotwell
defined. Some courts have distinguished different types of storage, such as Ontermediate
storage, Ohack-up protection storage,Oand (pod-transmission storage O

Another exception to the SCA allows access to stored electronic communicationstha
have been made by or sent to auser if theuser conents.

The SCA aso indudes an exception tha allows an employer to access stored
communicationson a system for the purpose of safeguading the employer@ busness
interests. Theboundaies of this exceptionwill likely depend onthe minimum level of
access necessary to safeguard the employer@ interest.

It is also important to note tha exclugvely internd e-mail systems provided by
employers might be outside the scopeof the SCA, because such a service would not
technically be provided to the public.

USA Patriot Act

The QUniting and Strengthening America by Providing Appropriate Tools Required to Intercept
and Obstruct Terrorism (USA PATRIOT) Act of 2001Qmay influence workplace privacy
significantly. This Act, which ismainly designed to combat terrorism, gives agencies of the
govenment more extengve search powers, alowing them to condud surveillance both
traditiondly and electronically to track and apprehend terrorists.

Certain provisionsof the Act Bthe so-called Gnesk and peekOportionsPallow the govanment
to condud surveillance withoutgetting a court order or warrant. Aslongas the govanment can
demondrate reasonable cause for investigating withoutgiving notfication (basicaly, tha
notifying thetarget would negdively impact theinvestigaion), the Act alows the govanment to
dday notification. The government can monitor someone3 office, computer, or e-mail without
notifying theindividud until after themonitoring has been done Employers now face thereality
tha their communicationssystems are completely open to the govenment and therefore have a
critical interest in making sure tha noillegd communication or informationis beng tranamitted
or stored onther information systems.

Other sources of privacy rights

Employers should a'so monitor new regulationsthat impact federal privacy rights, such asthe Health
Insurance Portability and Accountbility Act of 1996 (HIPAA), which restricts access to persond hedlth
information.

In addition, in the case of large multinationd companies, other counties may have restrictionson access
to persond information tha can further complicate privacy compliance. For example, the European



Union®@data privacy directive requires companies to abide by its protocols for the protection of its
membe state citizengOand residentsOpersond information.

Privacy rights under lowa common law

Thelowa courts recognize four distinct torts that address invasionsof privacy:

1. Unreasonable intrusion upon the seclusion of another
In an employment situation, intruson uponsecluson can occur in situaionssuch as alcohol and
drug testing, gahering medical and other persond information, conduding surveillance,
unauthorized eavesdropping or wiretapping, or obtaining certain confidential information to
determine eligibility for employment. However, reasonable investigaion or surveillance in
connection with alawsuit, or surveillance in arestroomto protect agang crime, does notgive
riseto an intruson claim. Using a speakerphoneto monitor employeesCcalls at work is notan
unlawful intrusonif employees are told tha telephones are for busness use only and will be
monitored. Inlowa, highly persond questionsor demandsby a personin authority may also
amountto an unlawful intruson.

2. Appropriation of the other’s name or likeness
An employer may also face liability by appropriating an employee@ name or likeness to the
employer@ advantage, butthis tort is rare in the employment context. Nevertheess, employers
should remain aware of the potential for liability in this context. Thus employers mug be
careful when discovering and disclosng employeesOprivate information and have judifiable
busness reasons for any intrusonsor disclosures. Employers should also make efforts to keep
employees informed of any potential for investigation or monitoring and always verify the
accuracy of any information published with regard to ther employees.

3. Unreasonable publicity given to the other’s private life
Employees are also protected from public disclosures aboutther private lives. Therelevant
factors for employer liability are similar to those of intruson uponan employee@ private affairs.

¥ thedisclosure mug bepublic
¥ it mug behighly offensve to areasonable person
¥ thesubject matter mug nat be of legitimate concern to the pubilic.

Unlawful public disclosure in the employment context hgppenswhen an employer is searching
for backgroundinformation aboutan employee or applicant, or when it publishes persond
information aboutan employee® or applicant® hedlth or parsond information tha goes beyond
therangeof individuds who have a need to know theinformation. Notably, thetruth of the
information disclosed is not addense (in contrast to defamation claims, discussed beow).

Thereisno cause of actionfor pulic disclosure where the employee also informs others of the
embarrassing facts, or where the employer discloses facts tha are amatter of public record, such
ascrimind records



4. Unreasonably placing the employee in a false light before the public
Employers can be hdd liable unde these smilar common law theories for making false or
midleading public statements aboutther employees. To beliable, theemploye mug disclose
false or mideading informationtha is highly offendve or defamatory and act in intentiond orin
reckless disregard for thetruth.

Traditiondly, lawsuits alleging false light and defamation agang employers arise mog oftenin
the context of employee references. |owa employees enjoy statutory immunity from liability for
work related information provided uponrequest or by authorization of a current or former
employee or uponrequest made by a progoective employee, so longas the employee does not act
unreasonably. Employers should take great care in providing references by making sure tha all
employee references come from a central source and are truthful and accurate. Generally, mere
persond opinionswill mog likely notgive riseto liability.

A faselightor defamation lawsuit may also be prompted by false, miseading, or derogaory e-
mails aboutan employee. Employers are well advised to discourage any communication
(electronic or otherwise) that contains potentially false or derogaory comments aboutan
employeg, regardless of whois sending or receiving the communication.

Privacy rights created by contract

Employee manuds, collective baganing agreements, and employment agreements can be the source of
privacy rights. Employers should make clear tha such agreements are notintended to create rights.

Workplace searches

Unquestionably, employers have a significant interest in monitoring the workplace to minimize
employee theft, drug abuse, and other wrongdong. Especialy in light of pog-9/11 security conaerns
employers aso have an important interest in ensuring workplace safety. Employee searches are oneway
tha employers can prevent wrongdong and maintain a safe work environment, but employe's mus
recognize tha there are limits onintrusve, unwarranted workplace searches.

Searches at work may take a number of forms. Sometimes the employer needsto search company
propety, such as offices, desks, drawers, or lockers tha has been provided for employee use. The
employe may also want to search the property of an employeg, like a purse, gym bag, or briefcase.
Findly, an employer might also search an employe=(3 person, as with a pa-down search. These
searches, some of which are more intrusve than others, can conditute an invasion of employee privacy
rights.

Whether a search isjudified dependson both the need for the search and the privacy interests of the
employee. Norrinvestigaory searches, such as entering an employee@ office or opening a desk drawer
to locate necessary busnessitems, are generally alowed if theemployer has alegitimate busness
reason and the search islimited to what is necessary. If possible, an employer should contact the
employee before conduding this typeof search.

Investigatory searches, such as asearch for illegd drugsor aconaealed weapon, should generally be
limited to Situationswhere the employer has a specific reason to bdieve an employeeisengaged in



wrongdong. Themoreintrusve the search, themore likely it will amountto an invasion of privacy.
For example, a search of an open bag left in an employee( cubicle isless intrusve (and therefore less
likely to violate privacy rights) than a search of alocker sealed with an employee-provided lock or key.

An employer can limit an employee@ reasonable expectation of privacy by maintaining appropriate
policies. Employers should notify employees, either in an employee handbookor by pogingapolicy,
tha lockers, desks, and offices may be searched. Employers should also bediscreet and, when possible,
avoid contact with the employee@ person or usngforce. Solutionsthat do nat involve searches Bsuch
as inventory control systems and systems for tracking internet use Bcan eliminate theneed for many
searches.

Investigations

Another way employers may monitor employeesis by conduding investigaions
¥ makinginquiries to others aboutthe employee
¥ reviewing prior employment records credit reports, and school records
¥ investigaing workplace harassment or other wrongdoing.

For amore in-depth discussion of thistopic see Chegpter 10, Workplace investigations.

Testing

Employee testing is yet another way of monitoring workplace condud. Testing may beassimple asa
drug test or as complicated as a batery of questionsfor psychological evauaion. Wha makes testing
different from other types of monitoring is tha theinformationis supplied directly by the employee.
Certain testing, such as physcal examinaions may be prohibited by statutes such as the Americanswith
Disabilities Act (ADA) (see Chapter 12, Disability in the workplace). Testingfor illegd drugsisnot
covered by the ADA, butemployers should seek legd counsl in developing drug testing policies.
Psychological tests may have an adverse impact on minority applicants or employees and therefore raise
an inference of discriminaion. Asagenera rule, employers should work with counsl to develop
testing policies tha comply with al applicable employment laws.

Minimizing privacy issues

Thefirst step in minimizing privacy issues in theworkplace is to have astrongand congstently enforced
e-mail, Interngt, voicemail and electronic communication policy. This policy should encompass a
nunmber of basic requirements.

¥ Clearly identify the electronic communicationswhich are anticipated to beused in the
workplace. Thisindudes e-mail, Interne and phaneusage

¥ Notify theemployee tha al electronic communications induding telephonecalls, e-mail,
wireless trangmissions, digital usage and stored communicationsare the propetty of the employer
and may be monitored by the employer at anytime.



If theemployer monitors actud telephonecalls, such aslisteningin on CSR convesationswith
cugomers, employees should beclearly notified that such callswill be monitored. In addition,
employees should sign off onacongent form indicating tha they are aware of the monitoring,
while cugomers should be provided with a natice that such monitoring may occur. Cugomer
notice is typically accomplished with prerecorded statements. Privacy rulesrelatingto
monitoring of telephoneconveasationsvary from state-to-state and it is better to meet the strictest
requirements, such as tho listed here, than incur therisk of violating another state@ privacy act
or regulations

Employers should notallow lodked desks, cabinets or lockers and should designée or reaffirm
tha all space bdongsto theemployer andis not private.

Once theemployer has a policy in place, it should train onthe policy. The employer should
make all employees aware of the policy by providing a copy to them and having them sign off
tha they receive thepolicy onayearly basis.

Theemploye should monitor and enforce the policy both by randomchecks of datalogsand
simple basic observations

Managers and supervisors should set a goodexample and should not send outingppropriate e-
mail, bad jokes or encourage others to use company digital camerato send pictures of cute guys
girlsor pds. If managers and supevisors do notset agoodexample, it will behard to enforce
therules.

Forbid defamatory, offensve, and abusve communications Make efforts to prevent
communicationstha could amountto defamation, dande, verbd abuse, haassment, or trade
disparagement of employees, cusomers, clients, vendors, competitors, or any person or entity.
Communicationsthat are harassing or threatening, induding derogaory comments based on
race, naiond origin, marital status, sex, sexud orientation, age, disability, pregnancy, religious
or political bdiefs, or any other characteristic protected unde local, state, or federal law should
beforbidden.

Danger areas

Employers should avoid the following problematic dange areas:

¥
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lack of congstent destruction policies

lack of appropriate methodfor destruction

lack of bylaws, rules and policies regarding shareholder or member access to information
failure to provideinformation regarding confidentiality

allowingindividud access to boad members for everything from personnd issues to where the
next congruction project isto belocated

Qoo lips sink shipd



¥

¥

failure to define confidentiality for employees

failure to monitor employee use of information.

Common sense rules for using e-mail

¥

¥

¥

Do not say anythingin an e-mail messagetha youwould notsay in forma memo.

Always re-read your e-mail message and consder the possibility of misinterpretation because
your toneof voice, inflection, facial expressions and emotionsare missing from e-mail.

Do not browse, download, or distribute anythingillegd, sexud, racial, political, or religiousin
content.

Handle sengtive or confidential information with care and consder whether it is appropriate to
send by e-mail.

Never send e-mail when you are angry or tired. You may later regret it.

Congder who should receive a copy of your message, especially when replying to someone
else@ message. Do notreply to everyonewhen only oneperson needsto receive the message

Consder whether your messagewill waste the produdive work time of other employees.
Remembe tha e-mail may beused as evidencein litigation.

Remember that for many e-mail systems, thereis no such thing as Qld ete.O Even a message that
has been trashed can berecovered unde some systems.

As acompany, create, disseminate and enforce consistent electronic communication policies.

ltems to think about

¥

Develop a culture of privacy where information privacy is respected, trained onand policies are
enforced.

Develop aminimum necessary standad where you keep and maintain only the minimum
necessary informationfor your busness purmposes. All other informationisdestroyed in a
reasonable and appropriate manne.

Don®overlook the obviousbexpensive electronics should not beleft to fend for themselvesiin
dangaousareas.

Check theblogs

Check out sites such as youtubecom, MySpace.com, Google and other areas to determineif
employees are blogging or otherwise poging senstive data on the Web.



Have IT monitor computer access for ingppropriate webstes which are likely to lead to spy ware,
viruses and other problems.

Beware traveling technology. Sharing a computer, online services, Treo, PDA, Blackberry or
other items can lead to avariety of security breaches and compromises induding theloss of the
attorney-client privilege, HIPPA violations SOX violationsand other matters.

If your technology travels, find a secure network to login. Wi-Fi in and of itself isless secure
than a hard-wired access, with Wi-Fi in areas such as coffee shopsthe least secure of any system.
Sengtive daa should not be sent or maintained througha Wi-Fi system of thistype

Have policies and practices regarding passwords, how frequently they mus be changed and
requirements for amix of characters and letters. Check the stupid factor; are people poging
these next to thecomputer? Isthere asigntha sayswill hack for candy?

Avoid chan letters and fun friendship questionnares. Many people utilize ther childhood
names, street addresses, pet hames and other things as the base or the entirety of ther computer
password. By answering a chain letter, which asks your favorite color, your pet@® name, your
favorite number and awidevariety of othe things all in the name of Griendship,Oyou could be
giving outto ahugevariety of people critical information which will allow access to your
persond system aswell as this company@.

Talk thetalk buttrain onit too. It isonethingto talk aboutsecurity, it is anothe thingto
actudly provide your employees with thetools and undestanding to implement your internd
security palicies and practices. Employees conform more readily to policies when they
undestand their founddion and are consstently reminded of theimportance of privacy.



